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Contemporary digital societies rely ever more on Artificial Intelligence (Al)-mediated
systems to organize participation, communication, and governance. Consider the now-
familiar experience of interacting with public institutions through Al-operated chatbots.
From welfare agencies to municipal administrations, citizens are able to ask questions,
provide direct feedback, contest decisions, or obtain information through automated
and always-available digital interfaces (Kaun & Manniste, 2025). Yet this mode of
participation is mediated not only by bureaucratic procedures, but also by proprietary
interfaces, algorithmic triage, and opaque (even if seemingly user-friendly)
infrastructures that shape who is heard, how quickly, and under what conditions.

A similar dynamic can be observed in the growing use of facial recognition technologies
in smart urban environments (Luusua et al., 2023). These Al-enabled biometric systems
analyze facial and other bodily features to identify and track individuals. Introduced in
the name of security or convenience, they regulate access to mobility and public space
while rendering individuals continuously legible to computational forms of identity
verification and monitoring. Thus, emerging grassroots acts of resistance and
contestation—from anti-surveillance makeup to coordinated digital rights activism
(Kazansky & Milan, 2021) and the sabotage of smart infrastructure (Ting, 2024)—must
adapt to infrastructures that anticipate, classify, and modulate behavior in real time.

These developments reveal a broader paradox of contemporary digital societies: they
multiply possibilities for engagement, expression, and dissent (for instance through
forms of social media activism), while simultaneously intensifying asymmetries of
visibility, editorial and algorithmic curation, and infrastructural dependency. While
earlier work has mapped forms and tactics of contestation in data-driven societies
(e.g., Flesher Fominaya et al., 2024; Gutierrez, 2018; Milan & van der Velden, 2016), this
essay asks a different question: how are the very conditions, forms, and logics of
resistance reshaped when power operates through algorithmic systems and Al-
mediated environments? Rather than merely cataloguing resistant practices, the focus
here is on the changing nature of resistance itself.

This chapter starts from the observation that, as Al reshapes the relationship between
citizens and the state, it also transforms citizenship, democratic participation, and the
conditions under which resistance becomes possible and meaningful. In digital
societies, power no longer resides exclusively in identifiable institutions or sovereign
actors. Instead, it operates through distributed arrangements embedded in everyday
life, where technologies (such as Al chatbots and algorithmic systems for risk
prediction), institutions (including welfare agencies and data infrastructure operators),
and social practices (from surveillance to political protest) shape one another. This
transformation alters both what people are able to do as political subjects (commonly
referred to as “political agency”) and how democratic contestation can be enacted.

Under these conditions, resistance becomes at once more necessary, more
ambiguous, and more difficult to sustain. As we shall see, it becomes ever more



infrastructural and anticipatory, unfolding within privately governed computational
environments that simultaneously enable and constrain political action. So, visibility
becomes ambivalent, participation is mediated by algorithmic systems, and resistance
often shifts away from direct public confrontation toward strategies of opacity, evasion,
contestability, and infrastructural intervention.

The chapter brings into dialogue digital sociology and critical data studies, two fields
concerned with the societal consequences of digital technologies. It is organized as
follows. First, it illustrates the transformation of power in contemporary digital societies,
illustrating three shifts in governance. Second, it explores the transformation of political
agency, distinguishing also between political agency, contestation, and resistance.
Third, it examines how resistance, as a specific and oppositional expression of political
agency, is reshaped under Al-mediated governance. Fourth, it reflects on the
implications of these transformations for democratic systems. Democracies are a
particularly important site of analysis because they are expected to guarantee
accountability, transparency, and the protection of fundamental rights. If even
democratic societies struggle to govern Al-mediated systems in ways that remain fair,
contestable, and publicly accountable, this raises broader concerns about the future of
democratic life under infrastructural rule.

Power under Infrastructural Rule

The computational turn inaugurated in the 1950s paved the way for the digitalization of
society that accelerated in the 1990s. Information was progressively transformed from
analogue to digital formats, enabling the storage and circulation of unprecedented
quantities of data. In the 2010s, the advent of datafication (the transformation of social
activities and behaviors into quantifiable data) marked a further acceleration in the
scale at which states and private actors could collect, process, and operationalize
information, to the point that observers have described it as a fundamental paradigm
shift in how our social system is organized (Kitchin, 2014). These developments should
not be understood as isolated technological shifts, but as cumulative and mutually
reinforcing transformations that progressively expand the capacity to capture, process,
and govern social life through data. Fast forward to the present, the spread of Al, from
Machine Learning (ML) systems to Large Language Models (LLMs), coupled with the
dramatic advances in computational power and data storage capacity, has further
expanded the ability to analyze, predict, and even generate social reality from data.

Al technologies are now woven into the infrastructures of contemporary digital
societies, shaping everyday life in ways that often remain invisible until they hit close to
home. In the “data welfare state” (Kaun & Masso, 2025), access to public services and
welfare provisions is progressively more regulated through biometric identification
systems that may however augment inequality (Masiero, 2024). Decisions in the policy
domain are often delegated to, or guided by, sophisticated ML systems (Starke &
Lunich, 2020). Automated facial recognition is gradually deployed in schools, for
example to control access to entrance gates and monitor pupils’ attention in
classrooms (Andrejevic & Selwyn, 2020). And digital identity systems or algorithmically
curated public communication on social media, among others, alter how individuals



interact with public institutions and participate in civic life. Al systems are no longer
confined to discrete technological applications but embedded in the mundane
infrastructures through which societies are governed and populations managed.

These developments give rise to what can be described as governance by data
infrastructure: a mode of governance that operate through interconnected digital
systems, data architectures, and computational infrastructures. These, alongside and
beyond laws, institutions, or direct intervention, increasingly organize access to
services, participation, mobility, and ultimately rights (Milan, 2024a).

Infrastructural rule therefore describes a form of power exercised not primarily through
direct coercion or visible institutional authority, but through the design and everyday
operation of data infrastructures that shape participation, access, and behavior. As
these systems become embedded in the ordinary functioning of society, they operate
as unavoidable infrastructures through which social and political life must pass.
Crucially, many of these infrastructures are operated or controlled by a small number of
powerful private corporations, such as Amazon, Meta, and Google, thereby further
blurring the boundaries between public governance and corporate power.

There transformations are at the origins of three broader shifts in the governance of the
social:

e from industrial forms of power to informational and infrastructural forms of
power

e from citizen surveillance centered on observation to predictive systems aimed at
behavioral modulation

e from data extraction alone to forms of generative and “synthetic” governance.

The first shift in contemporary governance points to the growing centrality of
information (Braman, 2006) and digital infrastructures such as undersea cables, data
centers, and LLMs as sources of economic and even political power in contemporary
digital societies, gradually displacing more traditional industrial logics centered on
material production. This transformation affects both private actors and states, whose
capacity to govern now depends on the ability to collect, process, and operationalize
data at scale. This dynamic underpins what has been termed “surveillance capitalism”,
a political-economic model based on the large-scale extraction and monetization of
behavioral data (Zuboff, 2019). Rather being merely passive supports for pre-existing
forms of authority, these data infrastructures actively organize and mediate power
relations by enabling, constraining, or redirecting action in particular ways, and may
have geopolitical consequences (De Goede & Westermeier, 2022).

The second shift that characterizes governance in digital societies concerns the
changing dynamics and functions of surveillance. If population-level surveillance has
long been central to modern statecraft—from census infrastructures that rendered
populations administratively legible and governable (Scott, 1998) to today’s digital
monitoring systems (Lyon, 2001)—contemporary Al systems move well beyond
observation, quantification, and monitoring alone. Specifically, they seek to anticipate
behavior, classify risks, and shape conduct in advance through predictive analytics,
recommendation systems, nudging architectures, and automated decision-making
processes (Amoore, 2018). Governance thus becomes anticipatory, intervening not only



on present behavior but also on possible future actions (Aradau & Blanke, 2022), often
with significant social costs. Welfare fraud detection systems, for example, now
combine administrative records, behavioral indicators, and ML models to identify
individuals considered “high risk” before any wrongdoing has occurred. In the
Netherlands, algorithmic risk profiling disproportionately targeted low-income and
migrant families for fraud investigations in the toeslagenaffaire (childcare benefits
scandal), resulting in wrongful accusations, severe financial hardship, family
separation, and a profound erosion of trust in public institutions (van Schie et al., 2025).

The third shift highlights the move from extracting and analyzing data to generating
synthetic forms of governance through Al systems themselves. “Synthetic” points to
forms of governance in which Al systems do not merely process information about
social reality, but actively shape the classifications, representations, decisions, and
knowledge through which social reality becomes governable, including the data used to
model social processes and craft adaptive policy responses. “Digital twins” are
emblematic of this development insofar as they generate computational environments
through which urban settings, infrastructures or populations can be simulated,
optimized, and governed before interventions occur in physical space itself (Korenhof et
al., 2025). Governance thus relies more on simulations of possible futures, raising
important questions about accountability, participation, exclusion, and whose
representations of reality become authoritative. Al systems no longer simply process
and “make sense of” existing social realities; they contribute to administrative decision-
making, public communication, classification, simulation, and knowledge production,
(co-)shaping the realities they are meant to manage. Yet institutions are oftenill-
equipped to govern these transformations, with significant implications for democratic
legitimacy and accountability (Beckman et al., 2024).

These transformations profoundly reshape the conditions under which individuals and
groups act, participate, and understand themselves as political subjects. This is a core
challenge for contemporary digital societies and is explored next.

Political Agency under Infrastructural Rule

The advance of intelligent systems in digital societies quietly but dramatically rewrites
the relationship between citizens and the state in worrying directions, leading to what
has been strikingly described as a state of “digital unfreedom” (Feldstein, 2019). In
practical terms, people now navigate systems that monitor, predict, and shape their
behavior, often without their full awareness or meaningful consent. As more decisions
are delegated to data-driven systems, the very meaning and practice of citizenship are
transformed (Hintz et al., 2018), reshaping in turn the conditions under which political
agency is exercised. These transformations also alter the possibilities for political
contestation and resistance.

To clarify this argument, it is useful to distinguish between political agency,
contestation, and resistance, which stand in a nested relationship to one another.
Political agency constitutes the broadest category, referring to the capacity of
individuals and groups to interpret their conditions and act as political subjects within
collective life (Emirbaye & Mische, 1988; Milan, 2018). Contestation identifies practices



that challenge, negotiate, or dispute existing arrangements of power, authority, and
social ordering. Resistance refers to a more explicitly oppositional form of contestation,
involving acts of refusal, disruption, evasion, or subversion directed at forms of
governance perceived as unjust or harmful. Political agency makes contestation
possible, and resistance is one possible form contestation can take. Yet not all political
agency under Al-mediated governance is resistant, and not all contestation is overtly
oppositional. For example, adapting strategically to algorithms can be understood as an
expression of political agency; demanding transparency or accountability from
algorithmic systems as a form of contestation, and tactics of obfuscation or sabotage
as forms of resistance proper. Figure 1 illustrates this nested relationship.

POLITICAL AGENCY
capacity to interpret
conditions and act politically

CONTESTATION
challenge/negotiation of
power arrangements

RESISTANCE
refusal, disruption,
evasion, subversion

Figure 1. Nested relationship between political agency, contestation, and resistance under
infrastructural rule.

Al-mediated governance reshapes political agency in multiple and interconnected
ways, altering how citizens understand themselves, how they are governed, and how
they relate to democratic institutions. Processes of subjectivation (through which
institutions shape how people understand themselves and are recognized socially,
Foucault, 1982) now configure citizens primarily as data subjects rather than political
subjects. This is because social life is translated into categories, scores, and behavioral
profiles that shape how individuals are understood by institutions (Dencik et al., 2018).
As a result, recognition as a rights-bearing subject depends on scoring, profiling, and
classificatory fit rather than being treated as an inherent condition of citizenship.



Meanwhile, new forms of governmentality emerge, that is, ways of governing
populations by shaping behavior, managing risks, and steering conduct through data
and prediction rather than through policy and coercion (Foucault, 1991; Rouvroy et al.,
2013). Furthermore, the horizon of possible action narrows as citizens are channeled
into predefined categories, risk profiles, and behavioral expectations, potentially
constraining the capacity to imagine and enact alternative political futures. This
dynamic becomes visible, for example, in the city of Amsterdam, where predictive
approaches were used to identify 400 minors and young adults “whose behaviour is
considered a nuisance to the city”, enabling interventions based not on committed acts
but on anticipated future risk, with the unintended effect of “draw[ing] more minors into
the criminal justice system at an even earlier age”(Public Interest Litigation Project,
2022). In other words, the anticipatory labeling of individuals as potential offenders
ended up reinforcing the very trajectories of criminalization it sought to prevent.

These developments also reconfigure trust in democratic institutions, a recognized
challenge in digital societies augmented even further by the advance of Al (Altman,
2026). While data-driven governance may promise efficiency, objectivity, and evidence-
based policymaking, it can also distance citizens from public authorities while
undermining accountability and fairness through increased surveillance, opacity, and
automated decision-making (Bradford et al., 2025; Huyskes, 2025). Yet trust is not
merely an outcome of democratic governance; it is also a precondition for meaningful
political agency, as citizens must be able to understand, contest, and rely upon the
institutions that govern them.

These transformations alter not only the conditions under which political agency is
exercised, but also the very logic of democratic contestation and resistance. Yet people
are not merely passive recipients of Al-mediated governance. Despite the growing
difficulties of articulating and enacting political agency under these conditions, such
transformations also give rise to new forms of resistance (Bonini & Treré, 2024; Milan,
2024b), contestation (Beraldo & Milan, 2019), and rights-claiming (see Isin & Ruppert,
2020), ranging from everyday refusals to organized campaigns for transparency,
accountability, and data justice (Dencik et al., 2019), as illustrated in the next section.

The New Logics of Resistance

Resistance is one expression of contestation, emerging when individuals or social
groups oppose actions, norms, or forms of governance imposed by more powerful
actors. It refers to intentional acts of opposition that stem from a refusal to conform to
the status quo or to transformations perceived as unjust or harmful; it can take many
forms, varying in visibility, organization, and degree of conscious intent (Hollander &
Einwohner, 2004). Under conditions of infrastructural rule, however, resistance itself is
transformed by the data infrastructures, predictive systems, and computational
environments through which contemporary governance operates. As power becomes
infrastructural, predictive, and synthetic, resistance also changes: it becomes more
infrastructural and dependent, more anticipatory and evasive, and epistemic in
orientation. The question is therefore not simply what forms resistance takes in digital



societies, but how the underlying conditions of resistance are reorganized when
governance operates through infrastructural, predictive, and synthetic systems.

The following sections analyze three interconnected transformations of contemporary
resistance that broadly mirror the transformations of governance discussed earlier in
the chapter. Figure 2 summarizes this relationship.

Itis important to note that resistance is not inherently democratic or emancipatory. The
same infrastructures that enable democratic mobilization may also facilitate
conspiratorial counter-publics, extremist mobilization, or Al-generated disinformation
(e.g., Wack et al., 2025). While such anti-democratic forms of resistance are not the
primary focus of this chapter, they remind us that resistance under infrastructural rule
may serve both democratic and anti-democratic projects.

Governance transformation Resistance transformation
Infrastructural governance Infrastructural/dependent resistance
Predictive governance Anticipatory/evasive resistance
Synthetic governance Epistemic resistance

Figure 2. Relationship between transformations of contemporary governance and transformations of resistance.

i. Resistance to Infrastructural Power Turns Infrastructural and Dependent

As power becomes embedded in data infrastructures, resistance itself becomes
infrastructural, that is, mediated by the very same infrastructures it seeks to contest. It
no longer targets only identifiable institutions such as state agencies or corporations,
but also the platforms, interfaces, data architectures, and computational systems
through which visibility, participation, and access are organized in everyday life.
Importantly, resistance is often co-produced by the very systems it seeks to challenge,
as political action unfolds within privately governed computational environments that
simultaneously enable and constrain dissent. Under Al-mediated governance,
resistance thus becomes deeply ambivalent: it is enabled by the infrastructures through
which contemporary political life unfolds (and that are difficult to avoid altogether), yet
simultaneously constrained by their logics of surveillance and platform dependency.
The 2019 Hong Kong pro-democracy protests, for example, relied heavily on online
forums and platform-based coordination to organize collective action while
simultaneously confronting pervasive digital surveillance, platform moderation, and
facial recognition technologies deployed in public space (Y.-T. Li & Whitworth, 2023).

Some struggles target platform governance directly, challenging the concentration of
power in privately owned digital ecosystems that mediate communication,
participation, and access to information. This is well exemplified by the 2020
#StopHateForProfit campaign against Meta, which exposed the platform’s role in
amplifying hate speech and disinformation while urging corporations to suspend
advertising on Facebook in protest against its permissive approach to harmful and
misleading content (Y. Li et al., 2025). Concerns over the concentration of
infrastructural power became visible also in campaigns opposing two Google-initiated
projects, a Campus in Berlin and the Sidewalk Labs urban development projectin



Toronto, both accused of extending corporate control and data collection over urban
space (Charitsis & Laamanen, 2022). Contestation may also target the interfaces and
algorithms through which users interact with digital systems, recognizing that seemingly
mundane design choices shape visibility, accessibility, and possibilities for
participation, thereby transforming platform architectures into political sites in their
own right. Browser extensions and activist audits that reveal hidden recommendation
logics seek to politicize platform interfaces themselves by exposing how public
attention and perceptibility are computationally organized (e.g., Beraldo et al., 2021).

At the same time, infrastructural resistance also emerges through practices of refusal,
evasion, and attempts to reclaim autonomy from systems that increasingly demand
continuous participation and data extraction. Local mobilizations against data centers,
for example, contest the environmental costs, resource consumption, and political
concentration associated with large-scale computational infrastructures (Velkova,
2023). Acts of refusal range from opting out of data collection in the case of COVID-19
digital contact tracing (Lavorgna et al., 2021) to campaigns against biometric
identification systems such as the pan-European Reclaim Your Face (2020). Relatedly,
“algorithmic aversion”, namely the reluctance to rely on automated systems in place of
human judgement, particularly after perceived technological failures (Dietvorst et al.,
2018), illustrates growing skepticism toward automated forms of governance and
decision-making. Encryption technologies and privacy-enhancing practices similarly
function as forms of infrastructural resistance as well, enabling users and activists to
evade surveillance, evade machine detection, and protect spaces of communication
from state and corporate monitoring (Ermoshina & Musiani, 2022). At the same time,
struggles for data justice seek to expose and contest the unequal distribution of harms
and benefits generated by data-driven systems, particularly for marginalized
populations disproportionately targeted by surveillance, predictive policing, or
automated welfare systems (for an overview, see Dencik et al., 2022).

As a result, resistance today centers on contesting the very terms of access, visibility,
participation, and recognition within Al-mediated environments—specifically, who is
seen, recognized, prioritized, or excluded by computational infrastructures themselves.
What unites these practices is not their political orientation or tactical repertoire, but
the fact that resistance increasingly operates through the manipulation of visibility,
legibility, and infrastructural access.

ii. Resistance under Predictive Governance Becomes Anticipatory and Evasive

As governance increasingly operates through prediction, risk profiling, and anticipatory
intervention, resistance itself becomes adaptive, evasive, and future-oriented. First and
foremost, the temporal logic of resistance changes: rather than reacting to visible acts
of repression alone, resistant actors must now confront systems that seek to pre-empt
dissent in advance. In response, people engage in what has been termed “anticipatory
data practices”, namely future-oriented practices that provide individuals with concrete
ways of navigating and acting amidst the persistent uncertainties of datafied
environments (Kazansky, 2021). Examples include activists engaging in “threat
modelling” and risk assessment to anticipate potential surveillance harms and adapt
their communication practices accordingly, for instance by selectively using encrypted



messaging apps, avoiding insecure channels, or modifying organizational routines in
response to perceived monitoring risks (Kazansky, 2021).

This transformation has important implications for the politics of visibility. Classical
democratic resistance often relied on becoming publicly visible through
demonstrations, occupations of public space, symbolic displays, and collective public
presence. Under predictive governance, however, visibility itself can become a source
of vulnerability, exposing resistant actors to monitoring, classification, and anticipatory
intervention. Consequently, resistance increasingly shifts from strategies of public
visibility toward practices of opacity, obfuscation, evasion, and strategic invisibility
aimed at disrupting the predictive capacities of algorithmic systems.

Such practices take multiple forms. Anti-surveillance camouflage, for example, seek to
confuse facial recognition systems by disrupting machine-readable patterns of
identification. Critics, however, have warned against the “aestheticization of resistance
premised on individual avoidance” (Monahan, 2015, p. 159), noting the risk that such
tactics may privilege individualized evasion over collective political transformation.
Other forms of resistance rely on obfuscation tactics that deliberately generate
misleading, excessive, or ambiguous data in order to undermine profiling and
behavioral prediction (Brunton & Nissenbaum, 2015). Both approaches can be
understood as “everyday forms of resistance” (Scott, 1985): subtle, often hidden, and
creative practices through which individuals seek to renegotiate asymetrical relations of
power in datafied environments.

Activists and users may also try to “game” algorithms by manipulating recommendation
systems, engagement rankings, or platform rankings to evade moderation or amplify
marginalized voices. Relatedly, forms of “algospeak” (emergent coded language,
symbols, and altered spellings designed to circumvent automated content-filtering
systems) have been widely used during the war in Gaza by pro-Palestinian activists who
experienced suppression or demotion of content on Instagram and TikTok (Farag et al.,
2026). In other cases, resistant actors refuse classification altogether, resisting the
categories through which predictive systems seek to produce authoritative knowledge
about populations. Campaigns against biometric identification systems often challenge
the very premise that individuals should be reduced to machine-readable identities and
continuously verifiable data subjects, as illustrated by Reclaim Your Face, which
opposed the normalization of biometric mass surveillance in public space.

Under predictive governance, resistance thus increasingly concerns the capacity to
remain partially illegible to systems that seek to anticipate and modulate behavior
before political action fully materializes. Invisibility, ambiguity, and opacity become not
merely defensive reactions, but political tactics in their own right.

iii. Against Synthetic Governance, Resistance Becomes Epistemic

We have seen how opacity can function as a tactic of resistance. Yet opacity is also an
epistemic condition of contemporary Al-mediated governance. If predictive governance
seeks to anticipate and pre-empt action, synthetic governance generates probabilistic
knowledge claims based on synthetic data and computational modelling, redefining the
terms through which social reality itself is interpreted, known, and rendered
authoritative. Yet these Al-generated simulations inform institutional decision-making



while remaining difficult to interrogate or contest. As a result, resistance itself becomes
increasingly epistemic, targeting not only political decisions or institutional authority,
but also the legitimacy of the knowledge claims, inferential logics, and epistemic
assumptions through which Al systems produce authoritative accounts of reality.
Political struggle therefore increasingly concerns who has the authority to produce
knowledge about society, how truth claims are generated and validated, and whose
experiences become credible, authoritative, or dismissible.

Epistemic resistance takes multiple forms. First, actors may directly challenge the
epistemic authority of computational systems themselves, including the datasets and
classificatory logics through which automated decisions are justified. Algorithmic
audits and investigative research seek to expose biases, discriminatory effects, and
hidden assumptions embedded in Al systems used in domains such as policing (Fussey
& Murray, 2019 on facial recognition in London) or welfare allocation (L6pez, 2020 on
algorithmic poverty reduction in Colombia). Demands for explainability and
contestability similarly challenge the opacity of automated decision-making systems,
as illustrated by the work of Algorithmic Justice League (United States), which exposes
how facial recognition systems reproduce racialized and gendered biases through
opaque classificatory processes (Hooberman, 2021).

Second, epistemic resistance may take legal form by exploiting existing rights and
regulatory mechanisms. This is visible, for instance, in General Data Protection
Regulation (GDPR)-based claims under Article 22 concerning profiling and automated
decision-making in the European Union. Third, epistemic resistance may intervene
directly in public debate, exposing the unfairness and potential distortions of Al-
mediated governance while seeking to inform and mobilize broader publics. In the
Netherlands, the public backlash following the childcare benefits scandal became a
powerful example of epistemic resistance against opaque data-driven classifications
and automated suspicion in welfare governance (Ruigrok et al., 2025). These campaigns
are made possible by concerted efforts involving advocates, journalists, researchers,
and civil society organizations (e.g., Guo et al., 2025).

Conclusion: The Democratic Costs of Infrastructural Rule

This chapter has argued that in contemporary digital societies, resistance is
transformed because power itself is transformed under conditions of Al-mediated
governance. As governance becomes infrastructural, predictive, and synthetic,
resistance also mutates, becoming more infrastructural and entangled with the
systems it seeks to contest, more anticipatory and evasive, and increasingly epistemic
in orientation. Resistance becomes more difficult not because dissent disappears, but
because political action unfolds within privately governed computational environments
that simultaneously enable and constrain contestation, while the conditions of public
recognition and algorithmic detectability are continuously negotiated—often at
democratic cost.

What becomes of democratic contestation when political agency and collective
participation are increasingly shaped through computational infrastructures? More
fundamentally, what happens to democracy itself when infrastructures begin to operate
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as quasi-political authorities? Under infrastructural rule, democratic struggle no longer
concerns only access to institutions, representation, or formal rights as we have known
them thus far. It increasingly concerns the capacity to contest the computational
systems through which social reality becomes actionable, interpretable, and
governable, while reclaiming the conditions under which collective life itself remains
politically imaginable.

These transformations carry significant democratic costs, which can be understood in
relation to the three shifts in governance and the corresponding transformations of
political agency, contestation, and resistance.

First, the growing dependence on privately owned and operated infrastructures
contributes to an erosion of state sovereignty, as essential functions of governance
increasingly rely on corporate platforms, proprietary systems, and external technical
expertise. Relatedly, it also becomes more difficult to identify who governs, through
which mechanisms, and according to which forms of legitimacy.

Second, predictive forms of governance contribute to the erosion of political agency
and the narrowing of possible action. Political agency becomes infrastructurally
mediated insofar as the capacity to participate, organize, communicate, and dissent
depends on privately governed digital systems. Contestation itself becomes entangled
with the infrastructures through which political life unfolds. Democratic contestation
therefore increasingly unfolds around struggles over recognizability, epistemic
authority, and political intelligibility: whose experiences become credible, whose
knowledge counts, which forms of participation remain possible, and who becomes
marginalized or computationally invisible within Al-mediated environments. At the
same time, citizens are increasingly sorted into categories, risk profiles, and behavioral
expectations that shape future opportunities and constraints.

Third, as governance enters the realm of synthetic and Al-generated forms of decision-
making, democratic accountability and legitimacy are even further strained. Existing
democratic institutions, built as they are around principles such as transparency,
checks and balances, and separation of powers, are often ill-equipped to govern
opaque, adaptive, and continuously evolving Al systems. Accountability becomes
harder to sustain because power is distributed across complex socio-technical
arrangements that frequently evade public scrutiny and democratic oversight.

Across all three dynamics, inequalities risk deepening as Al systems reproduce and
amplify existing social biases, discrimination, and forms of exclusion (e.g., Benjamin,
2019; Eubanks, 2018; O’Neil, 2017). At the same time, societies increasingly become
sites of continuous experimentation, where technical systems are effectively “beta-
tested” (namely, deployed and refined through real-world use) in real-world conditions
while simultaneously learning from and adapting to their own operation.

Figure 3 connects the transformation of governance and resistance to the related
democratic implications.
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Transformation
in Governance

Characteristics

Transformation
in Resistance

IlWlustrative Forms
of Resistance

Democratic
Implications

Infrastructural Governance Infrastructural Opposition to data Dependence
Governance operates through  /dependent centers; platform on private
platforms, data resistance governance infrastructures;
architectures, and activism; refusal of erosion of
computational biometric systems;  state
infrastructures Encryption(...) sovereignty
Predictive Al systems Adaptive and Obfuscation; anti- Erosion of
governance anticipate anticipatory surveillance political
behavior, classify  resistance camouflage; gaming agency;
risks, and algorithms; evasive  narrowing
intervene pre- tactics (...) horizon of
emptively possible action
Synthetic Al systems Epistemic Algorithmic audits; Erosion of
governance generate resistance challenges to Al- accountability

simulations and
knowledge claims
that shape
governable reality

generated
classifications; anti-
Al campaigning (...)

and legitimacy;
potential
increase of
inequality (*)

Figure 3. Transformations of governance, resistance, and democratic implications under infrastructural rule. (*)

indicates that this item characterizes also infrastructural and predictive governance.

A central question remains how democratic institutions can preserve spaces for
political agency, disagreement, and collective imagination in environments organized
through prediction, computation, and synthetic forms of authority. The democratic
challenge is no longer only how citizens resist power, but whether meaningful
contestation remains possible when the infrastructures through which social and
political life in digital societies unfold are themselves privately governed, predictive, and
computationally opaque.
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